@ baHK Poccnmn

MHCTPYKLMS MO YCTAHOBKE
HEKBANM®ULIMPOBAHHOIO
CEPTU®UKATA LIEHTPA
CEPTUOUKALINM
YOOCTOBEPAIOLLEIO LIEHTPA
EAHKA POCCWM (2025)

Ana gocTtyna k nM4yHomy KabuHeTy Ha nopTtane YL baHka Poccun



@ bank Poccum

Kak ckadatb ceptudukart (2025) 1 ero anekTpoHHY nognnucb?

HocTtyn k noptany YL baHka Poccun ¢ ncnonb3oBaHnem gaHHoro ceptudukarta 6esonacHoctn baHka Poccum 6yaet otkpbIT ¢ 31.03.2025.
Mbl pekoMeHayeM yCTaHOBUTL JaHHbIN cepTUdUKaT yxe cenyac.

Ccbinika Ha pasgen «Pecypcbl yoOCTOBEPSIOWErO LEHTPay:
http://www.cbr.ru/certification center br/resursy udostoveryayuscheqo centra/

HekBanuéouuMpoBaHHbIN cepTUPUKAT 6e3onacHOCTU ANs AocTyna K noprtany YL BaHka Poccuu (2025)
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[ HekBanudbuumpoBaHHbIi cepTUdmKaT BesonacHocTr (2025) L
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[ 3neKTpoHHaA Noanuck HeKBanMdULMPOBaHHOIO cepTUudrKaTa 6e30nacHOCTHU (2025)J’/

[ PoF ] PacneuaTka ceptndukaTta 6esonacHocTuy (2025)

B security- TYUGT1B01.cer

. security-ca-28472TYUG1B01.cer.sig

CnucoK HeKBannpuuUpoBaHHbIX aHHYNUMPOBaHHbIX cepTUuduKaToB 6e3onacHocTu (2025)

http://crll.ca.cbr.ru/security/security-ca-84727YU61B01.crl

http://crl2.ca.cbr.ru/security/security-ca-84727YU61B01.crl



http://www.cbr.ru/certification_center_br/resursy_udostoveryayuschego_centra/
http://crl1.ca.cbr.ru/security/security-ca-84727YU61B01.crl
http://crl2.ca.cbr.ru/security/security-ca-84727YU61B01.crl

@ bank Poccum

Kak npoBepuTb 3fIEKTPOHHYO Noanuch?

[na npoBepkn yCcuUneHHon KBannpnumpoBaHHOM 311EKTPOHHOW nNognmcn HeKBannpmumpoBaHHOro

cepTudomkaTta LeHTpa cepTudukaumnm yooctosepstoulero ueHTpa baHka Poccuu cnenyet BOCnosib30BaThLCS
CpeaCcTBOM 3fIEKTPOHHOM Noanucu, MmerLwmnm gencteyowmnmn ceptudoukatr Cb Poccuw.

Takke MOXHO BOCMNONb30BaTbCA CEPBMCAMM NPOBEPKM 3MEKTPOHHOW Noanucu B cetn MHTepHeT.

ﬂ He ycTtaHaBnuBanTte 1 He UCNoNb3yuTe cepTudukar,
npoBepKa nognnucm KoToporo NpoxXoanT HeycreLHo.

[lanee paccMoTpum npouecc NpoBEPKU
NoAarnMcKu ¢ NCNosib30BaHMEM CepBuca
NpoBepkn KBanudpuumMpoBaHHOMU
9NEKTPOHHOM NOANNCK Ha canTe
YNOHOMOYEHHOro doeepasribHOro opraHa

B cpepe ncnonb3oBaHUA 3N1EKTPOHHOMN
nognucu

_ https://e-trust.gosusluqgi.ru/#/portal/sig-check



https://e-trust.gosuslugi.ru/#/portal/sig-check

@ bank Poccum

[TIpoBepka ycuneHHon KksannpuumpoBaHHON IEKTPOHHON NO4NNUCKU HEKBANUMULMPOBAHHOIO
cepTtudmkara ueHTpa ceptudurkaumm yooctosepstoLwero ueHtpa baHka Poccum

[na npoBepku nognucu crneayet nepentn No agpecy hitps://e-trust.qosuslugi.ru/#/portal/sig-check.
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W Mpoeepka kKeanupuuMpoeanHoi 3N MNpoeepka YH3M MNpoeepra cepTUdMKaTa

1. BbibpaTtb «OTCOEANHEHHAs

lNpoBepKa KBaIMPULUPOBAHHOM 3/IEKTPOHHOM NoANUCU
M (CMS)» posep duump p 4

OTcoeq 30N [CMS) MpucoegHennas 3N ‘OTtcoeguHenHas 30N no xawy (CMS)

J

MNpoeepKa oTcoeAMHEHHOI KBanMdULMPOBaHHOI 31eKTpoHHOM nognucu (CMS)

3NEKTPOHHAA NOANKMCE BLIEAET OBYX BUO0E: NPHUCOEa W OTCoe) . Npucoeny 30N coaepmUTCA B TOM HeE Gaine, uTo U CamM QOKYMEHT.

Orcoeguiernas 30 cogeprerTes B oTgensHomM haiine

NarHEIR CEPBMC NOZEONAET NPOBEPHMTE OTCOBAMHEHHYH KEANUQULMPOBAHH YO 3NEKTPOHHYIO NOAMNKUCE, BEINOAHEHHY0 no ctangapTy CMS
2. Bbibpatb dhann ceptudukaTa 3arpyauTe AOKYMEHT ANA NPOBEPKH
HekBanuduuuposanworolcyy
EGHKa POCCMM B (*)OpMaTe Cer NepeTawmre Gaiin WK BEIBEPUTE Ha KOMNBOTEPE
j g) Bribpate dain

Moo suibpaTe dain va 100 M&

3arpysuTe daiin oTcoeAUHEHHOI 31eKTPOHHOW NOANMUCH 418 NPOBEPKM

\ H NepeTawmre Gaiin WK BEIBEPUTE Ha KOMNBOTEPE

g) Bribpate dain

dopmare .sig

MMosHO BeiBpaTe dain Ha 1 M&

3. BoibpaTb dhavin nognucu B J

4. No okoH4YaHUKM 3anonHeHus ]

. HaxaTb Ha KHonky «[1poBepuTb»



https://e-trust.gosuslugi.ru/#/portal/sig-check

@ bank Poccum

[TIpoBepka ycuneHHon KksannpuumpoBaHHON IEKTPOHHON NO4NNUCKU HEKBANUMULMPOBAHHOIO
cepTudgukara LueHTpa ceptuukaumm yooctosepstoLlero ueHtpa baHka Poccuu

PesynsraTt NpoBepkn 0TOOpasnTCsl Ha aKpaHe:

MNognucs OENCTBUTENBHA

Mognues 1

Cratyc 30N

SNEKTPOHHAA NOANKCE BEPHA

Cratyc ceprudmxara 3N

f NEWCTBMTENEH, cepTudiiar ssigan ITOBAHHEIM YAOCT LEHTPOM 018 GUIMYECHOrD ML
Y6eauTech, YTO AaHHbIE O Sl i d
'D' 'D' HHH_ CHIN C- T=3amecTuTen: gupexTopa JenapTamenTta, SURNAME=Kapwia, GIVENNAME=Anapeii AHaTonkeey,
BragenbLue, ngartene, CN=Kapuih Anppeii Auatonsesins, OU=/lenaprament Geaonackocry Ganka Pocon, O=LIEHTPATEHBIA BAHK POCCHACKOM GELEPALLAM,
CepVIl7IH0M HOMepe STREET=YN. HETMHUHHAAY, 0. 12\, K B, L=TOPOO MOCKBA, 5T=77 FrOPO MOCKEA, C=RU
oTnedyaTtke un ,ane ﬂeﬁCTBMﬂ WMsgatens ceptudukata
CepTVI(bVIKaTa MHHKON=7702235133, OMPH=1037700013020, CN=LlexTpane+sii Gank Pocemitckol Qenepauun, O=bank Pocows. STREET=yn. HernunHas', a. 12, L=r.
! Mockea, ST=77 r. Mockea, C=RU
oTobpakaemble npu
npoBepKe, COBMaaaloT ¢ BT
40601D00D336037EDD035FDASESB2CT
AaHHbIMU Ha 3TOM
CKPVHLLOTE Ornesarox
CAA13566F34CEBOB246C540E7AAR0TFETEAGT 74

DeicTeyeT
c04.03.2024 no 04.12.2037

3arpyauTe cepTudiikarT

Aaranposeps:
05.03.2025 16:00:01
Srmieree o-dyreigan (TOCT P 34.11-2012 256-6uT) Eeogsmix 4

b
TEOAZ6T1BET218515FCBATE5F765515E437FAEBAZACASCIBEFOB5FCAT1CI06EA

Cradare oT4ET




® bank Poccum

YcTaHoBKa HekBanudumunpoBaHHOIo cepTudukarta LueHTpa ceptmdunkaumn
yaocTtoBepsatoulero ueHtpa baHka Poccun

[Tocne ckaunBaHunsa cepTudmkaTa n NPOBEPKM ero ANeKTPOHHOM Nognncn HeobXoaMMO HaXaTb Ha Hero
OBOMHbBIM KITMKOM MbILK, NMB0 HaXaTb NpaBou KHOMKOW MbIlLM HA dpann ceptudukara u Bolbpatb NYHKT
MEHI0 «YCTaHOBUTbL cepTuukaT»

nn [ata nameHeHnn Tun

B security-ca-84727YUG1BO01 .cer Ceptudurar beso...

I security-ca-{ 307.cer.sic ®aiin "SIG"

Hma Jata nsmeHeHna

B security-ca-34727TVURIEM .cer
[N security-ca-34727YU ) ig e
YeTanosuTe cepTidmrar




@ bank Poccum

YcTaHoBKa HekBanuduunpoBaHHOIo cepTudukaTa ueHTpa ceptmdukaumnm
yaocTtoBepstoLlero LueHTpa baHka Poccun

Heobxoanmo yctaHoBUTL cepTUdmKaT B XpaHunmie ceptudmkatoB «loBepeHHble KOPHEBLIE LIEHTPbI
cepTudukaumny» pasgena « Tekywmnm nosnb3oBartesiby.

wh Ceptudmkar

OBwwe Coctas  MyTb cepTHdMKaLMM

@a CBeqendns o cepTudmukare

Npn nposepke ot Aosep
cHcTeMHan oumbka.

Komy Boipgan: LLeHTp CEpTHDMKSLYM

Kem Boigan: LleHTp cepTHdmKaLImn

Oeiicteurened ¢ 20,02, 2025 no 20.02. 2040

YCTEHOBWTL CEPTURMKET. ..

33ABNEHWE NOCTABLMKS

£ MacTep umnopTa cepTuduKaTos

MacTep uMmnopTta cepTMdMKaToE

3TOT MacTEp NOMOrEET KOMMPOBATE CEPTMAMKATEI, CIMCKW A0BEPHR M CTMCKM 0T3bISa
CEPTMHUKETOE C NOKANEHOM0 AMCKA B XPAHUIMILE CEpTUUKATOE.

CepTUDWKAT, BblABHHBI LEHTPOM CEpTUAMKALIM, ASNAETCA NOOTEEMRASHUEN BaLIER
MNYHOCTM 1 COREPHMT MHHOPMELMID, HEOBXOAMMYID ANA SEMTEI ASHHEIX MM
YCTAHOBNEHWA SEULMIEHHBIX CETEBBIX NOAKMOYEHMA, XPAHWUIMLLE CEDTUDMKATOS —
5T0 0BMACTE CUCTEME, NPEAHASHAYEHHEA ANA XPAHEHWA CEPTHHUKETOR,

PacnonoeHie XpaHunuLg

(O NlokansHeli kovmsoTep

[N\ NPOACITHREHMR HEMMATE KHonky "anee”.

Otmena

<~

MacTep umnopTa cepTudunkaTos

XpaHuamuLe cepTUUKATOR
NPEHUIMILE CEPTMMKATOE - 3TO CACTEMHEIE 0BNACTH, B KOTOPLIX

XPEHATCA CEPTHDHKETSI

Windows SETOMaTMYEC0M BRIGEPET XPEHUMULLE, UMW Bbl MOKETE YKa33Th

PACNONOKEHUE CEPTUHMKATE BPYUHYIO,

() AsToMaTIeckN BEIBPATE XPEHHINLE HE OCHOBE THNa CepTHdNKaTa

(®) MoMECTUTb B2 CEPTUDMKATEI B CIEAYIOWEE XPEHUNMLLE

¥PaHUMMILE CEpTHMKATOB!

| JL0BEPEHHBIE KOPHEBBIE LIEHTPbI CEPTHAMKALIN

1|| OB3op... I
=+

BeiGop xpaHunnwa cepTudukata x

BiifiepiTe XpaHunMuLE CEPTUDMKATOR, KOTOPOE Bil
XOTUTE MNONL30BaTE.

i | Ninoe ~

EI@' I
GEEQWTENBHEIE OTHOLERMAS & NDERNpr

MPOMEXRYTOUHBIE LIEHTPbI CEPTHhUKALIA
-1 OfeKT nonssosaTtens Active Directory
v

-5 Namensnneie uznaTens

£ >

[(noxasate dusisecme xparmmwa

OTmena

3




@ bank Poccum

YcTaHoBKa HekBanuduunpoBaHHOIo cepTudukaTa ueHTpa ceptmdukaumnm
yaocTtoBepstoLlero LueHTpa baHka Poccun

Ha nosiBuBLLeecs npeaynpexaeHme cuctemMbl 6e30nacHOCTM crneayet oTBeTUTb «[ay.

[Mocne OkoOH4YaHMA YCTaHOBKM cepTudmkaTa nosiBUTCs coodlleHne o6 ycnelwHomM nMnopTe ceptudukaTa.

=

“% MacTep umnopTa cepTudnkaTos

3aEepLUeHWe MacTepa MMMOpTa cepTUGHKATOB

CepTudukaT GyAeT MMNOPTUPOBAH NOCNE HEMATUA KHOMKKM ToTos0™

BNk YiKasaHe! CNeAYIOUME NaPaMeT Pt

KPEHAMMLLE CEPTUGMKATOB, BhIfpaHHoe NonbiosaTenem JIGED SRR - SR Toy
Cogepumoe CepTudmkar
< >

l[otoeo OTtmena

MpeaynpexaeHne cncTemel BEzoNacHOCT

EyAET yCTAHOENEH CEPTUMKAT 0T LBHTPA CepTUduKaLmn
(LT}, npeacTaEnamwymi:

LleHTp cepTUdUKaL MK

‘Windows He yaaeTca NPOBEPUTE, YTO CEpTHdMKAT
LEACTEMTENEHD NOAYYeH oT "LeHTp cepTudukannn’,
OépatuTece K "LienTp cepTudukayu” ana nogTeepxaeHmna
NpoMooXAEHWA CepTHdrkaTta. B xoge 3Toro npouecca sam
NPUrogWTCA CAEVIOW 2 SHAMEHWE:

Otnevatok (shal) : ABSA2C4C AZA26A1T1 CFOE402A SAT4A430
3ECEQOFET

MpegynpexgeHne:

Ecnu Bbl yCTaHOEMTE 3TOT KOPHEEDH cepTudmKaT, Windaows
ByAeT aETOMATHYECKM JOBEPATE MO GOMY CEpTUGMKETY,
BhlgaHHOMY 3TUM L, ¥oraHoBka cepTudmkaTa ©

HENOATEE PALEHHEIM OTAEYATKOM NPEACTAEAAET PUCK 411
GesonacHocTn, Ecnn Bl HaxmeTe kHonky "[Ja’, Bel
MPUHUMAETE Ha CEBRA 3TOT PUCK.

Bl XOTWTE YCTAHOBWTE 3TOT CepTUgUEaT?

Ada Het

MacTep vmnopTa cepTudKaToR >

o MMnopT yCnewHo ExnNoaHeH.




@ bank Poccum

YcTaHoBKa HekBanuduunpoBaHHOIo cepTudukaTa ueHTpa ceptmdukaumnm
yaocTtoBepstoLlero LueHTpa baHka Poccun

[Tocrne ycTtaHOBKU cepTudmnkara MOXHO OyaeT 3anTu B JIMYHLIA KADWMHET Ha nNopTane yaoCcToBEPSOLWEro
ueHTpa baHka Poccun. [pun atom B Bpaysepe byoet otobpakaTtbCs CTpaHuua ayTeHTUduKaumm noptana u
NPUCYTCTBOBaTb 3HAYOK 6e30MnacHOro NoaKko4YeHnd

@ Brewnwi Mopran X + o = X
&« G & cacbr.ru:50101/welcome aQ ® % » A &

ﬁ @ bank Poccim

ABTOMaTU3MpPOBaHHasA
Cucrema
AKKpeauToBaHHbIA
YpocTosepstowmia LieHTp
BbaHka Poccun

BHewHuiA MopTan



